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Malicious website protection
Anti-virus and anti-ransomware
packet inspection

INntrusion detection
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My Network

Suspicious traffic is
automatically blocked

Things

Receive notifications
when content is blocked
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Install [Protect|Q]

Tap My Network from
the Dashboard
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Install [Protect|Q]

Tap [ProtectlQ] and
toggle on to activate




 ProtectlQ

Install [Protect|Q]

Tap [ProtectlQ] and
toggle on to activate
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Enable Service

Install [Protect|Q]

You'll receive a notification
when it has been installed
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Intrusion Alert

Win.Trojan.Taidoor variant outbound
connection was blocked.

Date
April 1, 2022 7:45 PM

Source IP
192.168.1.41

[ProtectlQ] Alerts

Once [ProtectlQ] is running,
you will receive notifications
when threats are detected
and blocked
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Win.Trojan.Taidoor variant outbound
conneclion was blacked.

Dote
April 1, 2022 7:45 PM

Sowrce P

192.168.1.41

Client Devite

MacBook Pro

URL
inapps.appstlyer.com

Action
BLOCK

[ProtectlQ] Alerts

Threats are automatically
blocked, so no action from
you is needed
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Win.Trojan.Taidoor variant cutbound
conneclion was hlocked.

Dute
April 1, 2022 7:45 PM

Saurce I®

192.168.1.41

Client Devite
MacBaok Pro

URL
inapps.appstlyer.com

ProtectlQ] Alerts

f legitimate content gets

pblocked, you can easily add
it to the Trusted List



Trusted List

4 emis) in trusted ik
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2FA.COM-TOKEN-AUTH.COM X :P rOtECtl Q] AI e rtS

Time
April 1, 2022 10:42 PM

e f legitimate content gets
dlocked, you can easily add
it to the Trusted List
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Monitor [ProtectlQ]

For an overview of
your blocked threats:
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Monitor [ProtectlQ]

Tap My Network on
the Dashboard
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Monitor [ProtectiQ]

You'll see the type and
number of threats that
have been blocked:

- Viruses
- Intrusions
- Threats

<
Security

RESULTS

Week

This week
3virus Ointrusion 1 threat

2
1 II
0

o S ot 5

B virus B Intrusion M Threat

OPTION

Trusted List
0 trusted websites

Skipped Devices
3 devices skipped

Intrusion Settings
View additional security settings

Additional Details
Uptime: 27 Days 20 Hours 6 Mins
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Trusted List

You can review and
remove any content in
your Trusted List

Trusted List

4 temis) in trusted list

2FA.COM-TOKEN-AUTH.COM

Tima
April 1, 2022 10:42 PM

Type
wWeb Threat




Skipped Devices

If you do not want to
protect specific devices,
you can add them to
Skipped Devices

Security

RCSULTS

Week

Tk vecek
3 O o

EALELLLLESLS

B vins W wensica B Twear

OPTION

Trusted List
D rrusted wehsires

Intrusion Settings
ew adtlitiond’ security sellings

Additonal Detalls
Updime: 27 Dargs 20 Hours b Mins
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Skipped Devices

If you do not want to
protect specific devices,
you can add them to
Skipped Devices
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Skip Devices

Sedect a dévice 1o skip sécurity scans

Selectall
PHONE

LJ Tanya's iPhene
00: (1:04:48:27:1¢

Galaxy 513
D 00:6£:64:48:27:1¢

ﬂ Pixel 7
DU bf54:48:27:1¢




Skipped Devices

You can also Select
All devices
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Skip Devices

Sedect a device 10 skip security scans

Select All

PHONE

Tanya's Phone
00 G104:48:27:1¢

Galaxy 513
=)  00:6f64:42:27:1¢

1 -

2 Office Printer
D0 H64:4R:27 ¢

COMPUTLR

1 macBook Pra
006-HLARITNC

1 Acer Swift
0CaAbEAR2TNe

L1 macBook Air
W Sl A b 5P 0 ok [




Skipped Devices

Skipping a device may
allow known threats into
your network that may
otherwise be blocked
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Sedect a dévice 10 skip séqurily scans

Select All
PHONE

Tanya's iPhone
LJ 0 G1:04:48:27 ¢

Galaxy 513
I:| 00:6F64:48:27:1¢

() Rtz

COMPUTER

1 macBook Pro
OO &EHLARIT IC

1 Acer Swilt
CCeEhE4AR2 e

L1 MacBook Air
CoeEeLd8270C




ntrusion Settings

ProtectlQ] includes
additional intrusion
prevention settings
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Security

RESULTS Virus

B virus B Intrusion Threat

OPTION

Trusted List
0 trusted websites

Skipped Devices

3 devices skipped

Int settings
Viev onal security settings

Additional Details >
Uptime: 27 Days 20 Hours 6 Mins

powered by Protect J®
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< Save

Intrusion Settings

J5ion Preéven % Seleat
the bex for these security faatures if you
wp oyl 1o .‘i‘. - -

ntrusion Settings

IPS Part-Scan-Defense

PS Protocol Anomaly

| 00Ks for unusual network
activity and blocks that
specific traffic
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Intrusion Settings
Nirusion Prevenlions Sysem Setings:

15 Select
'

Intrusion Settings S

S Port-Scan-Defense

IPS Port-Scan-Defense

Detects external attackers
scanning the system for
open ports to exploit ana
blocks their IP address
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